
Bishop Heber High School  

 

Subject Year Term 
Computer Science 7 2 

Topic 

Graphic Design 1 and Cybersecurity 
Content (Intent) 
Prior Learning (Topic) Computer Systems 
Digital Literacy - Students will have an introduction to Photoshop, learning about Layers, Transparencies, effects 
and other tools to manipulate & design creative images. 
 
Computer Science – Protecting Data & Computer Crime - How crime is committed using computers, including the use of 
malware. How to protect against the threats of Social Engineering, Hacking & Malware and understanding the laws of what 
you can and cannot do.  
Future Learning (Topic) Programming 1 – Python 

What Knowledge and Skills will be taught 
(Implementation) 

 How will your understanding be assessed & 
recorded (Impact) 

To understand the basics of how digital images are manipulated, 
learning about the concepts of layers, colours, transparencies and 
how to use bitmap editing software such as Photoshop. 
Use of Photoshop. 

 Layers 
 Transparencies 
 Layer effects 
 Using images 

To understand the key concepts of Cybersecurity, including the 
value of data, threats such as hacking, viruses and social 
engineering and how networks can be kept safe from them. 

 Social engineering 
 Hacking & Password Strategies 
 Malware 
 DoS, DDoS and Brute Force Attacks 
 Privacy 
 Ethics 
 Data Protection Act & Computer Misuse Act 

 End of topic test to assess students’ knowledge and 
understanding – students are given a background 
template to which they apply specific learned 
techniques to create a bespoke image. Results are 
reviewed and graded.  
 
Students will upload their completed slide-set for 
review. 
 
 
End of topic test to assess students’ knowledge and 
understanding. 
Students will upload their completed slide-set for 
review.  
 
**S1 Assessment at beginning of term 2 (January) 
– this will assess the Introduction to Heber & 
Computer Systems modules. It will consist of some 
extended answer style questions (eg. fill the 
missing gaps with relevant words) and an online 
test (mainly multiple choice with some additional 
written questions). These will include Key terms & 
vocabulary acquired throughout the term.  

How can parents help at home? 
Talk about use of Social Media, discuss rules for using computers (PC, Laptop, Tablet, Mobile phone) at home. 

Helpful further reading/discussion (including Reading and Vocabulary Lists) 
Reading 
For Photoshop 
Basics of Photoshop : 5 Steps - Instructables 
For computer crime 
Https://www.bbc.com/bitesize/guides/z9nk87h/revision/1 
 

Vocabulary Lists 
 
Layers 
Transform 
Pixel 
Bitmap 
Editing 

 
 
Virus 
Hacking  
Password 
Malware 
Data 


